Requested Attributes

Requested Attributes in Metadata

Requested attributes in SP metadata are sometimes used by the IdP to make runtime decisions with respect to attribute release. Along with other user
interface elements, requested attributes are also used to construct the user consent page at the IdP (if one exists). It is recommended that all SP metadata
contain the SP's required and optional attributes, a described in this document.

At runtime, requested attributes may be presented to the user on the consent page. The user will be asked whether or not the requested attributes should
be released to the SP, so care should be taken to request only those attributes actually needed by the service.
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The administrative interface has input fields for one or more requested attributes. By
submitting these fields, the administrator adds the corresponding attributes to
metadata.
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Next to each requested attribute is a checkbox labeled "Required?" If the requested b ol ot (comma separaed i)
attribute is a required attribute, check the checkbox. If you do that, an i sRequi r ed=
"true" XML attribute will be inserted into the corresponding <nd:
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Request edAt t ri but e> element. If the "Required?" checkbox is not checked, an i Attibute Name:  _Ghoose one B Requirea?
sRequi r ed XML attribute is not inserted into the <nd: Request edAtt ri but e> ele Atesbute Name: | Ghoose one B Requirea?
ment.

Save | Cancel

Once the Save button is pressed, an <nd: At t ri but eConsumi ngSer vi ce>
element (containing <md: Request edAt t ri but e> elements) is inserted into your metadata. One <nd: Request edAt t ri but e> element will be inserted
into metadata for every attribute chosen from the drop-down menu. See below for details.

The_semantics of the isRequired XML attribute

Themeaning of the i sRequi red="t rue" XML attribute is given in the SAML V2.0 Metadata specification, which is quoted here for convenience: The
optional i sRequi r ed "XML attribute indicates if the service requires the corresponding SAML attribute in order to function at all (as opposed to merely
finding an attribute useful or desirable).”

Technical Details

The SAML V2.0 Metadata specification (one of the SAML V2.0 family of specifications) supports zero or more <nd: At t ri but eConsuni ngSer vi ce>
elements each containing one or more <nd: Request edAt t r i but e> elements in SP metadata. These static elements are used to communicate SP
attribute requirements to IdPs.

InCommon metadata supports at most one <nd: At t ri but eConsumni ngSer vi ce> element. An example follows:

<l-- Requested Attributes for InComon SPs -->
<md: Attri but eConsumi ngServi ce i ndex="1"
xm ns: nd="ur n: oasi s: nanes: t c: SAML: 2. 0: net adat a"
xm ns: sam ="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion">
<md: Servi ceNane xnl:|ang="en">...</nd: Servi ceNanme>
<nd: Servi ceDescription xm:lang="en">...</nd: Servi ceDescri ption>
<l-- SAML V2.0 attribute syntax -->
<md: Request edAttri bute i sRequired="true"
NanmeFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-format: uri "
Name="urn: oid:1.3.6.1.4.1.5923.1.1.1.6"
Fri endl yNane="eduPer sonPri nci pal Nane"/ >
<nd: Request edAttri bute
NanmeFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-format: uri "
Name="urn: oi d: 2. 16. 840. 1. 113730. 3. 1. 241"
Fri endl yNane="di spl ayNane"/ >
</ md: Attribut eConsum ngServi ce>

Note that one <nd: Request edAt t ri but e> element is inserted into metadata for every attribute selected from the interface. Each <nd:
Request edAt t ri but e> element inserted into metadata is a SAML2-formatted attribute. SAML1-formatted <nd: Request edAt t ri but e> elements in
metadata are not supported.

The isRequired XML Attribute
1
In the above example, note that the (optional) i sRequi r ed XML attribute is included on one of the <md: Request edAt t ri but e> elements but omitted
from the other. This is just an example. You, the deployer, must decide whether or not to include the i sRequi r ed XML attribute on any <nd:
Request edAt t ri but e> elements in metadata.


https://spaces.dev.at.internet2.edu/display/InCFederation/User+Interface+Elements
https://spaces.dev.at.internet2.edu/display/InCFederation/User+Interface+Elements
http://saml.xml.org/saml-specifications

The <md: Ser vi ceNane> and <nd: Ser vi ceDescri pti on> child elements of the <nd: At t ri but eConsumni ngSer vi ce> element correspond to the <m
dui : Di spl ayName> and <ndui : Descri pti on> child elements of the <ndui : Ul | nf 0> element, respectively. The administrator enters a single pair of
values that the software synchronizes across both pairs of elements. See the User Interface Elements topic for more detail about the <ndui : Ul | nf 0>
element.

Software Support

uApprove 2.2 (and later) consumes the <nd: At t r i but eConsumi ngSer vi ce> element (containing <nd: Request edAt t ri but e> elements) in SP
metadata. The requested attributes in metadata are displayed to the user on the consent page.


https://spaces.dev.at.internet2.edu/display/InCFederation/User+Interface+Elements
http://www.switch.ch/aai/support/tools/uApprove.html
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